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DETAILED ACTION 



Claim Rejections - 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



Claims 1-3,5-13,15-20 rejected under 35 U.S.C. 102(e) as being anticipated by 



Regarding Claim 1, Komuro et al teach a content information distribution 
apparatus for distributing encrypted content information, via a network in 
accordance with a prescribed transport protocol, to other end apparatus in a 
communication authenticated by an authentication process including at least one 
procedure of an authentication procedure and a key exchange procedure, 
comprising: 

(a) a unit for encrypting content information encoded by a prescribed 
encoding system (col. 7 lines 50-53); 

(b) a unit for generating an encryption attribute header including attribute 
information, with regard to the encryption of the content information (col.7 
lines 53-65); 



Komuro et al. 
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(c) a unit for performing transport protocol processing required to transfer 
the content information and for generating a basic transport header to be 
added to the content information to which the encryption attribute header 
has been added (col. 7 lines 53-65); and 

(d) a unit for sending to the other end apparatus (col.7 lines 56-58) that is 
authenticated a packet including the basic transport header, the 
encryption attribute header, and the encrypted content information, 
wherein the encryption attribute header is set into an expansion transport 
header within a packet header of the packet or into a payload header 
within a payload to be encrypted of the packet (Figs 4, 5A, 5B; col.7 line 
30 thru col. 10 line 58) . 



Regarding Claim 2, Komuro et al teach the apparatus according to claim 1, 
wherein the encryption attribute header includes at least one of the existence or 
non-existence of encryption of the content information and the encryption system of the: 
content information (col. 3 lines 23-25; col.4 lines 44-46; col. 5 line 65 thru col.6 line 17). 

Regarding Claim 3, Komuro et al teach the apparatus according to claim 1, 
wherein the encryption attribute header includes a copy attribute field having a plurality 
of bits with regard to the number of copying of the content information (col.6 lines 1-34). 
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Regarding Claim 5, Komuro et al teach the apparatus according to claim 1 , 
wherein the unit (b) sets the encoding information, which indicates the encoding system 
for the content information into the expansion transport header or into the payload 
header (col.4 lines 44-46). 

Regarding Claim 6, Komuro et al teach the apparatus according to claim 1, 
wherein the unit (c) further codes into the basic transport header at least information 
indicating that there is a possibility that the content information is encrypted, and 
wherein the unit (b) codes into the expansion header at least information as to whether 
or not the content information to be transferred is encrypted (col.4 lines 44-46; col. 6 
lines 1-34; col.6 Iine46 thru col.7 line 27). 

Regarding Claim 7, Komuro et al teach the apparatus according to claim 1 , 
wherein the unit (b) codes into the expansion header information as to whether or not 
the content information to be transferred is encrypted (col.4 lines 44-46; col.6 lines 1-34; 
col.6 Iine46 thru col.7 line 27). 
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Regarding Claim 8, Komuro et al teach the apparatus according to claim 1, further 
comprising: 

(e) a unit for generating a content attribute header that includes content attribute 
information with regard to content information, and for setting this content attribute 
header into the expansion transport header or into the payload header (col. 6 Iine46 thru 
col.7 line 27). 

Regarding Claim 9, Komuro et al teach the apparatus according to claim 8, 
wherein the content attribute header is not encrypted (col.7 lines 7-9). 

Regarding Claim 10, Komuro et al teach the apparatus according to claim 1 , 
wherein the unit (a) generates the encryption key based on an identifier that uniquely 
identifies a storage medium sent from the other end apparatus in a communication 
col. 12 line 57 thru col. 15 line 15). 

Regarding Claim 1 1 , Komuro et al teach a content information receiving 
apparatus authenticated by an authentication process including at least one procedure 
of an authentication procedure and a key exchange procedure and which receives 
encrypted content information via a network in accordance with a prescribed transport 
protocol, comprising: 
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(aa) a unit for receiving from a sending apparatus a packet containing a basic 
transport header, an encryption attribute header including attribute information with 
regard to the encryption of the content information, and encrypted content information 
(col.8 lines 13-19); 

(bb) a unit for referring to the basic transport header or encryption attribute 
header and judging whether or not the content information is encrypted or whether 
there is a possibility that the content information is encrypted (col.8 lines 13-19); and 

(cc) a unit that, when a judgment is made by the unit (bb) that the content 
information is encrypted, decrypts the encrypted content information (col.8 lines 23-28), 
based on the attribute information with regard to encryption included in the encryption 
attribute header (Figs 4, 5A, 5B; col.7 line 30 thru col. 10 line 58). 

Regarding Claim 12, Komuro et al teach the apparatus according to claim 11, 
wherein the unit (bb), when there is a possibility that the content information is 
encrypted, refers to the encryption attribute header and judges whether or not the 
content information is encrypted (col.8 lines 15-19). 

Regarding Claim 13. Komuro et al teach the apparatus according to claim 11, 
wherein the unit (bb) refers to the basic transport header or, to the encryption attribute 
header to make a judgment as to the encoding system of the content information (col.8 
lines 15-19). 
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Regarding Claim 15, Komuro et al teach A method of distributing encrypted 
content information, via a network in accordance with a prescribed transport protocol, to 
other end apparatus in a communication authenticated by an authentication process 
including at least one procedure of an authentication procedure and a key exchange 
procedure, comprising the steps of: 

(a) encrypting content information encoded by a prescribed encoding system 
(col.7 lines 50-53); . 

(b) adding an encryption attribute header including attribute information with 
regard to the encryption of the content information to the encrypted content 
information (col.7 lines 53-65); 

(c) adding a content attribute header indicating attributes of the content 
information to content information to which the encryption attribute header has 
been added (col.7 lines 53-65); 

(d) performing transport protocol processing required to 

transfer the content information, and adding a basic transport header to content 
information to which the content attribute header has been added (col.7 lines 53- 
65); and 

(e) sending a packet including the basic transport header, the encryption attribute 
header, the content attribute header, and the encrypted content information to the 
other end authenticated apparatus (col.7 lines 56-58), wherein the encryption 
attribute header is set into either an expansion transport header within a packet 
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header of the packet, or into a payload header within an encrypted payload of the 



Regarding Claim 16, Komuro et al teach a method of distributing encrypted 
content information, via a network in accordance with a prescribed transport protocol, to 
other end apparatus in a communication authenticated by an authentication process 
including at least one procedure of an authentication procedure and a key exchange 
procedure, comprising the steps of: 

(a')adding a content attribute header indicating attributes of the content information 
to the content information to be transferred; 

(b') encrypting content information that are encoded by a prescribed encoding 
system and to which the content attribute header has been added; 

(c') adding to the encrypted content information an encryption attribute header 
including attribution information with regard to the encryption of the content information; 



packet (Figs 4, 5A, 5B; col.7 line 30 thru col. 10 line 58). 
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(cT) performing transport: protocol processing required to transfer the content 
information, and adding a basic transport header to content information to which the 
encryption attribute header has been added; and 

(e') sending a packet including the basic transport header, the encryption attribute 
header, the content attribute header, and the encrypted content information to the other 
end authenticated apparatus, wherein the encryption attribute header is set into either 
an expansion transport header within a packet header of the packet, or into a payload 
header within a payload to be encrypted of the packet (Figs 4, 5A, 5B; col. 7 line 30 thru 
col. 10 line 58). 



Regarding Claim 17, Komuro et al teach A method of receiving encrypted 
content-information, via a network in accordance with a prescribed transport protocol, 
by an authentication process including at least one procedure of an authentication 
procedure and a key exchange procedure, comprising the steps of 

(aa) receiving a packet including a basic transport header, an encryption attribute 
header including encryption attribute information with regard to the encryption of the 
content information and encrypted content information; 

(bb) referring to the basic transport header and judging whether or not the content 
information is encrypted or whether or not there is a possibility that the content 
information is encrypted; 
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(cc) referring to the encryption attribute header and extracting encryption attribute 
information with regard to encryption of the content information; 

(dd) referring to an expansion transport header within a packet header of the 
packet and extracting content attribute information with regard to the; content 
information; and 

(ee) in the case in which a judgment is made at (bb) that the content information 
is encrypted., decrypting the encrypted content information, based on the extracted 
encryption attribute information (Figs 4, 5A, 5B; col. 7 line 30 thru col. 10 line 58). 

Regarding Claim 18, Komuro et al teach a method of receiving encrypted content 
information, via a network in accordance with a prescribed transport protocol, by an 
authentication process including at least one procedure of an authentication procedure 
and a key exchange procedure, comprising the steps of: 

(aa')receiving a packet including a basic transport header, an encryption attribute 
header including encryption attribute information with regard to the encryption of the 
content information and encrypted content information; 

(bb') referring to the basic transport header and judging whether or not the 
content information is encrypted or whether or not there is a possibility that the content 
information is encrypted; 

(cc') in the case in which a judgment is made at (bb') that the content information 
is encrypted, referring to the encryption attribute header and extracting encryption 
attribute information with regard to the encryption of the content information; 
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(dd') in the case in which a judgment is made at (bb') that the content information 
is encrypted, decrypting the encrypted content information based on the extracted 
encryption attribute information; and 

(ee') referring to an expansion transport header within a packet header of the 
packet and extracting content attribute information with regard to the content information 
(Figs 4, 5A, 5B; col.7 line 30 thru col. 10 line 58). 

Regarding Claim 19, Komuro et al teach A computer-readable recording medium 
for recording a program to be executed by a computer, the program performing 
distribution of encrypted content information, via a network in accordance with a 
prescribed transport protocol, to other end apparatus in a communication authenticated 
by an authentication process including at least one procedure of an authentication 
procedure and a key exchange procedure, the program comprising: 

(a) a module for generating an encryption attribute header including attribute 
information with regard to encryption of the content information; 

(b) a module for performing transport protocol processing required to transfer the 
content information and for generating a basic transport header to be added to the 
content information to which the encryption attribute header has been added; and 

(c) a module for sending a packet including the basic transport header, the 
encryption attribute header, and the encrypted content information to the other end 
authenticated apparatus, wherein the encryption attribute header is set either into an 
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expansion transport header within a packet header of the packet or into a payload 
header within a payload to be encrypted of the packet (Figs 4, 5A, 5B; col. 7 line 30 thru 
col.10line58). 

Regarding Claim 20, Komuro et al teach a computer-readable recording medium 
for recording a program to be executed by a computer, the program performing 
receiving of encrypted content information, via a network in accordance with a 
prescribed transport protocol, by an authentication process including at least one 
procedure of an authentication procedure and a key exchange procedure, the program 
comprising: 

(aa) a module for receiving from a sending apparatus a packet including a basic 
transport header, an encryption attribute header including attribute information with 
regard to encryption of the content information, and encrypted content information; 

(bb) a module for referring to the basic transport header or the encryption attribute 
header and judging whether or not the content information is encrypted or whether there 
is a possibility that the content information is encrypted; and 

(cc) a module for decrypting the encrypted content information based on attribute: 
information with regard to encryption included in the encryption attribute header, in the 
case in which a judgment is made by module (bb) that the content information is 
encrypted (Figs 4, 5A, 5B; col.7 line 30 thru col. 10 line 58). 



Claim Rejections - 35 USC § 103 
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 4 rejected under 35 U.S.C. 103(a) as being unpatentable over Komuro et 

al as applied to claims 1 and 1 1 respectively above, and further in view of Osakabe et 

al. 

Regarding Claim 4, Komuro et al teach the apparatus according to claim 1, but 
do not teach that the encryption attribute header includes a counter field indicating a 
change in an encryption key. Osakabe et al teach that the encryption attribute header 
includes a counter field indicating a change in an encryption key (col.1 lines 56-60; col. 3 
lines 12-21; col. 5 line 63 thru col.6 line 5). It would have been obvious to one of 
ordinary skill in the art to combine Komuro et al's system for transferring information 
with Osakabe et al's teaching of using an attribute header that includes a counter field 
indicating a change in encryption key in order to achieve a higher level of security 
(Osakabe col.6 lines 3-5). 

Claim 14 rejected under 35 U.S.C. 103(a) as being unpatentable over Komuro et 
al as applied to claim 1 1 above, and further in view of Markandey et al. 
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Regarding Claim 14, Komuro et al teach the apparatus according to claim 1 1, but 
do not teach a unit for referring to a received basic transport header and, when a 
prescribed delay time has elapsed or a prescribed number of packets have been 
discarded, requesting that the sending apparatus send a prescribed encryption 
parameter. Markandey teach of a unit for referring to a received basic transport header 
and, when a prescribed delay time has elapsed or a prescribed number of packets have 
been discarded, requesting that the sending apparatus send a prescribed encryption 
parameter (col.6 lines 17-45). It would have been obvious of one of ordinary skill in the 
art to combine Komuro et al's system for transferring information with Markandey et al's 
teaching of a unit for referring to a received basic transport header and, when a 
prescribed delay time has elapsed or a prescribed number of packets have been 
discarded, requesting that the sending apparatus send a prescribed encryption 
parameter in order to maintain synchronization and to run the verification process 
(Markandey col.6 lines 44-45). 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tremayne M. Norris whose telephone number is (703) 
305-8045. The examiner can normally be reached on M-F 7:30AM-5:00PM alternate 
Fridays. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (703) 305-4789. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 
3900. 

Tremayne Norris 
December 23, 2003 
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